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ABSTRACT: Cloud storage service is increasingly important and beneficial to the internet users. Users around the world enjoy
the high performance cloud servers that are reliable, cost-effective and highly available. Communication vulnerability is also
rising to destroy the confidentiality and integrity of user data and information while accessing via network. To resolve these
attacks, cloud service providers offer gateways of secured access to the storage services. Though the existing systems are in
reasonable standard, investigating a better approach towards security is always worthy. In this paper, we propose a two-step
access control system based on Kerberos authentication protocol implemented using Java based authentication service,
JAAS. This system provides a well-built and more powerful encryption process by applying Kerberos in two steps. Finally, we
build a real time access control system that implements our proposed system.

KEYWORDS: Storage security; Kerberos protocol; Ticket granting; RSA encryption; Access control.
1

INTRODUCTION

Cloud computing is an internet based emerging platform that provides many services in diverse areas of human day-today utility. In recent times, internet based services becomes vital and viral that we directly depend on to store sensitive
information in various storage services including social networks such as Facebook, Twitter, YouTube and so on. According to
reports [1] [2], it has been observed that the involvement of internet users has grown rapidly over years. In a span of 6 years
(2010 – 2016), the amount of active users has risen from 400 million to 1.27 billion in Facebook and 30 million to over 317
million in Twitter; YouTube channel views has risen from 120 million to 650 million in this period. Everyday users from these
entire social networks store and share numerous amounts of data and content such as photos, word documents, confidential
messages etc. Apart from social networks many storage services such as Dropbox, Amazon S3 and EC2, Microsoft Azure,
OneCloud and many more services are available in competitive market. With the growing demand of storage services,
storage service providers are increasing on the stack. Few of them demand themselves as highly secured services though we
cannot guarantee a system is hundred percent secure. Therefore, security measurement and implementation of up-to-date
security model is always a matter of concern.
Cloud storage is very useful system to remove the need of maintaining hardware resources such as tape or disk storage
device at onsite locations because of its strong ability to increase storage capacity easily when we require it. From the
significance of using cloud storage one can centralize data access for better recovery capabilities and can administer day to
day storage tasks with ease. Storage security involves configuring a group of security parameters to allow authorized users
accessing storage facility via trusted networks. It can also be applied to hardware, programming communication protocols
and organization policy. There are two important criteria that can help in determining the effectiveness of a storage security
methodology: i) less costly secured system based on the cost involves in users data, ii) discourage hackers by letting them
understand that the time and money spent on hacking does not worth much more than the value of the information they are
looking for.
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2

BACKGROUND

The basic foundation of cloud enables users to store information in cloud storage instead of using local storage of owner’s
physical machines. In the process of storing data, several key security components are involved such as security related to
application, data transmission, data storage, and using third party resources [3]. Several studies have been conducted on
each of these components. In this paper, we concentrate on providing security in application level, access control system in
particular. Cloud Service Providers (CSP) offers various application programming interfaces (APIs) and access controls, Cloud
Infrastructure Management Interface (CIMI) for example [4], to administer storage tasks via an authentication and
authorization process. Each of these processes requires suitable protocols for transferring data securely over internet. One of
the popular and cryptographically strong protocols is Kerberos [5] that has been used in many studies for this purpose. In
Kerberos, a Ticket Granting Server (TGS) manages service tickets based on the user credentials and validity period which is
later used to access the service. While accessing the service, however, there might be another tap in the network as there is
no further checking of the validity of the service ticket to CSP server.
In this study, we propose another Kerberos step on stack of existing one where the CSP keeps track of the security
measure generated by TGS and validate the service ticket by its own security measures along with TGS measures. Therefore,
we implement a two-step Kerberos authentication: first step is for the authentication that Kerberos follows for generating
service ticket; the second step confirms the validity of the service ticket used in the service provider application. We consider
a cloud file server as a CSP for this purpose. We also focus on security concern on multiple machines in private network. In
private network, the machines are independent and so as the users. We attempt to restrict users to use multiple machines
for accessing cloud storage. For this purpose, we use hardware address instead of standard client id along with client
credentials.
In the remainder of this paper, we present the background theory on cloud storage security and access control in Section
3. Section 4 describes the two-step Kerberos authentication process followed by the implementation of the proposed system
in Section 5. The results and discussions are elaborated in Section 6 and Section 8 concludes the paper with system
limitations and future recommendations in Section 7.

3
3.1

CLOUD DATA STORAGE SECURITY AND ACCESS CONTROL
CLOUD STORAGE SECURITY

Cloud storage is a collection of plenty of storage devices grouped by network, distributed file systems and other storage
middleware to provide scalable, elastic and cost-effective storage service for users [6][7]. The architecture of cloud storage
consists of data owner, end user, cloud server (CS), and Third Party Agencies (TPA) [8]. Some of the giant cloud storage
providers are Google file system (GFS), Hadoop distributed file system (HDFS) and Amazon Simple Storage Service (S3) [9]
that are often utilized by other major storage service providers such as Dropbox [10]. Cloud-storage providers offer users
easy, clean and simple file-system interfaces that hide underlying complexities of hardware management [11], software, and
personnel maintenance [12]. In addition, it provides flexibility, highly availability on-demand universal data access disregard
the geographical locations [8].
A cloud storage service is said to be secured if the overall system maintains the confidentiality and integrity of the storage
data [13] [14]. This also includes certification, authority, audit and encryption [6]. Typical security measures can be operated
on hardware, software applications, data, information and very often, the network channels [6]. To maintain the security
properties several protocols have been used in different studies. Kerberos is one kind of network authentication protocol
proposed by MIT that is designed to provide strong authentication for client-server applications by using secret-key
cryptography [15].
The client-server Kerberos authentication protocol consists of three main components: the client (user-client machine),
the Key Distribution Center (KDC), and the server (rendering the services) [16]. The procedure of this protocol involves a
ticket granting system (TGS) that provides service to the client to allow them to establish a secure connection to the server
by verifying their identity over a period of time. The KDC is responsible for issuing and checking tickets for clients to be
granted to the server. Once the TGS verifies the identity of the client it provides service ticket or credentials to login to the
CSP server. We propose another layer of security over the service ticket that is maintained by the CSP server cooperated with
TGS.
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3.2

ACCESS CONTROL

An access control system allows flexibility in specifying differential access rights of individual users and privileges data
consumers to access data relevant to their identity. In cloud, the data owner does not have direct access to the data or file
because the files are not stored in owners local machine. For the purpose, CSP offers access control of data stored on
untrusted cloud servers by encrypting data through a particular cryptographic formula and exposing decryption keys only to
authorized users [17].
The access control system is initiated at the data consumer end where they provide their credentials to be authenticated
in remote cloud server. The credentials travel through a secure channel using various protocols to the central authentication
server. After verification users are allowed to access the CSP server. JAAS is a Java based an authentication and authorization
service that helps to build the login module in access control system [18]. It provides the platform for Kerberos protocol to be
implemented in access control system.

4

PROPOSED SYSTEM

We propose a two-step Kerberos authentication process to build more secure access control system for cloud storage
service. At first step, we implement the basic Kerberos authentication process using JAAS login module and JGSS (Java
Generic Security Service Application) authorization module. This step involves the activities of KDC architecture that includes
the user, Authentication Server (AS) and ticket granting center or service, TGS. The second step involves granting access to
CSP file server by cooperating with TGS. Fig. 1 presents the high level architecture of the proposed two-step access control
system. It is noted that the users are required to create accounts in the AS with their identity such as email id and password.
During the registration process, the email and password is hashed using MD5 hashing algorithm [19] and stored in a central
database linked to the AS.
CREATE
ACCOUNTS

CENTRAL
DB

Authentication
Server
USER

Ticket
Granting
Center

FILE
SERVER

Fig. 1.

4.1

Proposed Two-step Access Control System

KDC ARCHITECTURE

KDC has two essential parts: AS and TGS. Users at client site are connected to both of these server parts. To initiate the
authentication process, user sends credentials (email id and password) to AS. Prior to travelling to AS the JAAS login module
create the hash values of email id and password. The AS verifies the user credentials in the database and issues two
messages, A and B, if the verification is successful; one is a TGS session key (Kc,tgs) which is the public key for TGS, and another
is a ticket-granting ticket (TGT), Tc,s. In addition, the TGS generate a private or secret key (Ktgs) and the AS generates a client
secret key (Kc) using user’s credentials. The TGT includes hardware address, client network address, ticket validity period or
timestamp, and Kc,tgs. It is noted that, instead of client id we use the hardware addresses such as machine’s motherboard
address, RAM address, hard drive address etc to provide more security in terms of device usability.
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Username, Password

USER

A: {Kc,tgs}Kc and B: {Tc,s}Ktgs

Fig. 2.

Authentication
Server

Passing Ticket Granting Ticket to User

The TGT is now encrypted using TGS secret key and the TGS session key is encrypted using client secret key. The
encryption message can be expressed as followsTc,s = [hardware address, IP address, timestamp, Kc,tgs]
A: { Kc,tgs } Kc and B: {Tc,s} Ktgs
These two messages, A and B is passed through the user (presented in Fig. 2) for retrieving the TGS session key and
encrypting new message content of timestamp value and the hardware address. In this process, at first the user decrypts the
message A using her secret key Kc and retrieve the TGS session key, Kc,tgs. It is noted that, message B is still not be decrypted
as the message is encrypted by the TGS secret, that means only TGS can decrypt the message. The next phase is to verify user
in TGS server using the TGS session key and encrypted message B.
4.2

USER VERIFICATION

In this phase, user sends two messages, C and D, to TGS. The message C carries hardware address, IP address and
timestamp encrypted using Kc,tgs that we obtained in last phase. The message D is literally the message B in last phase. The
encrypted messages can be expressed as followsAc = [hardware address, IP address, timestamp]
C: {Ac} Kc,tgs and D: {Tc,s} Ktgs
Once these two messages travel to TGS, the server decrypts the message D using its secret key Ktgs. Now, the TGS has
previously sent encrypted message Tc,s which contains hardware address, IP and timestamp. TGS is also able to decrypt
message C using its session key Kc,tgs. That means TGS has the new timestamp and other parameters. TGS now checks the
hardware address, IP address and validity period between messages C and D. The message passing process is presented in
Fig. 3. If the validity period does not expire and the hardware and IP addresses are identical in each message then TGS issues
a service ticket like the traditional Kerberos system does. We propose a second step encryption in this stage at CSP server to
encrypt the service ticket again which is the client server session key. The next subsection describes the second step of our
proposed model.

C: {Ac}Kc,tgs D: {Tc,s}Ktgs
E: {Tc,tgs}Kf and F: {Kf,tgs} Kc,tgs

USER

Fig. 3.

4.3

TICKET GRANTING
SERVER

Communication between User and TGS

SECOND STEP ENCRYPTION

In this step, TGS generate new keys for file server: one is the file server secret key, Kf and another is file server public key
or session key Kf,tgs. Again, TGS sends two messages, E and F to user for further checking prior to provide access to file server.
Message E is generated by encrypting client information along with client-server session key, Tc,tgs, resides in TGS. This
encryption is done by the file server secret key. In message F, the file server session key is encrypted by TGS session key. The
communication is shown in Fig. 3. The encrypted message can be expressed as follows-
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Tc,tgs=[ hardware address, IP address, timestamp, client server session key]
E: {Tc,tgs} Kf and F: {Kf,tgs} Kc,tgs
Once the messages have been transferred to the user end, the user decrypts the message F using the TGS session key but
unable to decrypt the message E because she does not have the file server secret key. At this point, user follows the same
process for providing client information along with the encrypted message to file server. We assume the messages are G and
H. They can be expressed as followsTc,f =[hardware address, IP address, timestamp]
G: {Tc,tgs} Kf and H: { Tc,f } Kf,tgs
When user sends these messages back to the file server, server can decrypt the client information using its session key for
message H. Using the file server secret key the G message is decrypted. If the client information from message G and H are
identical then file server issues a true message to the user that is encrypted by file server session key. User has the server
session key and easily decrypts the message. The communication process is presented in Fig. 4. Based on the true message,
the client issues service request to the file server and operate further operations. In this process, it is guaranteed that there is
no chance to lose the authentication data or be tapped in anywhere of the network.

H: {Tc,f}Kf,tgs G: {Tc,tgs}Kf
I: {OK}Kc,tgs

USER

Fig. 4.

5
5.1

FILE SERVER

Communication between User and File Server

SYSTEM IMPLEMENTATION
DEVELOPMENT ENVIRONMENT

We build a Java based access control system where the Kerberos protocol has been implemented using JAAS in login
module. We use 64-bit JDK, version-8 and Eclipse IDE (Integrated Development Environment) for writing the source code.
The version Luna has been used because it supports WindowBuilder for using bi-directional Java GUI (Graphics User
Interface) design. We use light weight SQLite database as the central database for storing user information.
5.2

USER REGISTRATION AND LOGIN

We design and develop a registration module and implemented login module using JAAS. Fig. 5(a) shows the registration
and Fig. 5(b) shows the login forms for the access control system we build in this study. User can enter their first and last
name, email id, username, password, phone number, gender (left dropdown) and country (right dropdown). Once they enter
and submit information the email id and password are hashed and stored into the central database along with other
information.
The login screen allows us to provide the credentials for the access control system. Once the sign in button is clicked the
Kerberos operation is initiated and once completed it shows the success message on the screen (in Fig. 5(c)). After receiving
the grant for accessing the file server user can view, upload and download files from the corresponding GUIs (in Fig. 5(d)).
The figure Fig. 5(e) displays the Logcat or console response of ticket granting ticket data and aother security related
information through the process.
5.3

UPLOAD AND DOWNLOAD FILES

We design and develop GUIs for uploading to and downloading data from the file server. Fig. 6 consolidates the request
and response functionality via the upload and download forms. There are two tabs named ‘Upload’ and ‘Download’ in the
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welcome screen. To upload data, we click browse button to select files from the explorer. The interactive screens show the
uploading progress and the completion. Similarly, for downloading we choose file from the list of uploaded files; we click on
the files to download to our personal computer.

(a)

(b)

(c)

(d)

(e)
Fig. 5.

(a) Registration Form; (b) Login Form; (c) Successful Authentication; (d) Welcome Screen with Upload and Download
Features; (e) Logcat Response of the Authentication Process
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(a)

(b)

(c)
Fig. 6.

6

(a) Upload Form;

(d)
(b) Upload In Progress; (c) Download List; (d) Download Complete;

RESULTS AND DISCUSSIONS

The proposed system has two steps to complete the authentication and authorization process. During the authentication,
a set of client information is sent to AS. From Fig. 5 (e), we observe the information is sent as plaintext to AS that includes
hardware address, timestamp and client IP address. The shared keys are generated at AS and encryption is completed using
the client information and shared keys. Few lines down the order in Logcat, we see that the system decrypts the messages at
client site and identify the keys sent from the AS. We also check timestamp difference in each step of the authentication
process.
The implemented access control system works very well with the authentication process and file service operation. In a
private organization, where individual machines are restricted to use by different users, this system works perfectly. For
example, a user who is registered from a single machine and login from that machine cannot lose her authentication or
nobody in the network can tap the encrypted message from other machine in the same network. In our model, the hardware
address is maintained instead of client ID that has been used in previous studies. It restricts the network intruders to provide
false hardware address to the server to control anything from their machines.

7

LIMITATIONS AND RECOMMENDATIONS

Our proposed access control system performs significantly well and provides strong encryption. We use RSA encryption
method for this purpose where two keys (public and private keys) contribute in the authentication process. However, the
system cannot prevent password guessing attacks. A weak password is always a risk, even though it is not transmitted in
clear over the network. The Kerberos protocol itself has recommendation to not use common password for Kerberos and
non-Kerberos applications [15]. Also, if KDC is compromised, the entire network can be hacked. So, the KDC must be a
dedicated, secured, protected server configured with minimal access.
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The proposed system works very well in private organization where machines are restricted to use by individual user. This
may be a serious concern as a cloud user which limits anybody to access anything in cloud from anywhere. We recommend
using client ID instead of hardware address in this case. But the requirement of the hardware address towards cloud security
is not a matter of ignorance as it is important in many organizations.

8

CONCLUSION

Cloud storage service is essentially a distributed file storage system which is used by millions of users over internet nowa-days and the number is increasing. Communication network is always vulnerable and user’s identity can be compromised in
the network while accessing the cloud services that leads to the loss of confidentiality and data integrity. In this paper, we
proposed a two-step Kerberos operation using JAAS and aimed to improve the existing access control system by removing
possible attacks during the communication process. We implemented an access control system and observed the encryption
and decryption process in real time. The system successfully authenticates and authorizes users to the CSP system. In future,
we aim to investigate other cryptographic algorithms such as DES, PBE and BlowFish to use in the access control.
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